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Abstract
All the web based systems are exposed to computer security threats. This is one of the main reasons why people are reluctant 
to use the web based system including the e-learning system. It is very important to understand the needs and fears of users
when they use the e-learning system. This paper analyzed user perception on the e-learning security system. Questionnaires 
were distributed to the students to get their responses on the e-learning security system. The feedback from the students was
analyzed using statistical software. STRIDE threat modeling was used to identify the critical area in the e-learning system. 
The results show that students are concerned with the integrity and availability of the system. They do not mind if other
people know what their activities are in the system. The most critical service compared to other services offered by the e-
learning system is the assessment service.
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1. Introduction
E-learning system is a compulsory tool in the education system nowadays. The usage of the E-learning system
can increase the productivity of the institution since it can be accessed by users 24 hours. Most of the e-learning
systems provide services such as forums, emails, online assessments, learning resources and notices which allow
the users to communicate irrespective of time and space. Since it is a web based system, it is exposed to computer
security threats. In the globalized era where collection and storage of user information happens even without 
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permission of the users (students, patients, pilots, passengers etc.), addressing privacy and security issues are 
therefore vital and all necessary steps need to be taken to ensure that information is properly secured, especially 
within the e-learning system (Bevanda, Azemovic, & Mušic, 2009). 
Students are the biggest users of the e-learning system. Students are concerned about their privacy and 
security when using the e-learning system. They worry that confidential information such as their assessment 
marks and what they are doing might be revealed to others. They also need a reliable system to avoid being 
frustrated when using the system which can influence their study performance.  Needs and views of students as 
the biggest users of the e-learning system are important to be considered to ensure that the system is successfully 
implemented in any institution. One of the reasons why people reject the online system is due to computer 
security reasons. Availability, integrity and confidentiality are the computer security components.  
The online users using the system are worried they will lose their privacy, the confidentiality of their sensitive 
information and the availability of the system when they need it. In the e-learning system, users would feel more 
confident in interacting and collaborating with others when there are mechanisms in place to create the privacy, 
trust and a secure environment. Student perception of  the service quality of an e-learning system is important 
since the students can offer insights into the conditions that reduce service quality in e-learning, and they 
experience the institution’s service delivery system day after day (Hilmi, Pawanchik, & Mustapha, 2011). Graf 
(2002); El-Khaib, Korba et al. (2003); Davis (2004) and Saxena (2004) agreed that the role of security in e-
learning system is to provide a secure end-to-end session between the student and the institution’s e-learning 
network (Raitman, Ngo, Augar, & Zhou, 2005). The objectives of this paper are to identify which security 
components are high risks to the e-learning system and which e-learning system services are high risks to the e-
learning system. The findings of this paper can help the e-learning system developer to put more security on the 
components and services of the e-learning system that are exposed to the computer security threats. Gehling & 
Stankard (2005) stressed that it is very important to know and understand all the threats towards the system that is 
to be developed in the assessment phase. 
2.  Related researches 
There are a few studies which have been done on student and user perception towards the e-learning system. 
Buzzetto-More & Koohang (2009) did a research on  student perception of various e-learning components. They 
found that the e-learning system can enhance students’ understanding of the course content they study and this 
will give an impact on higher education. Selim (2007) revealed that students perceived instructor characteristic as 
the most critical factor in the success of e-learning. Mohd Alwi (2009) who studied the perception of  e-learning 
practitioners found that their respondents agreed that there are security threats in e-learning and good security 
management in e-learning is important in securing the e-learning environment. 
3. E-learnıng servıces 
Zamzuri, Manaf, Ahmad, & Yunus (2011) defined e-learning asset as services provided by the e-learning 
system such as learning resources, examination or assessment questions, students’ results, user profile, forum 
contents, students’ assignments and announcements in the e-learning system. 
Learning resources are assets that provide students with lecture notes to help students in their studies. 
Learning resources are uploaded by the facilitators for their students. Students hope that the learning resources 
such as the lecture notes that they download from the system have not been changed from the original content.  
Examinations or on-line assessments are an asset thus the privacy, integrity and availability of these assets 
have to be guarded carefully. The exam questions and students’ answer sheets have to be protected from being 
tampered to ensure the integrity of the examination. Students should not know the questions before an exam is 
conducted to ensure the confidentiality of the examination.    
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Mark service is keeping information about a student’s performance such as continuous assessments,
assignments and examination results. This information should be known by the owner only. This asset can only
be accessed by the student and the facilitator. The facilitator will key in and update the information of this asset.
Profiles of students, facilitators and administrators will be keyed-in by the administrator using the profile
service. The student and facilitator can only update certain profiles themselves once their records already exist in 
the system. 
The forum service is used by students and facilitators for discussions. Students can send questions and wait for
responses from other students or facilitators. Some of the discussions probably involve a sensitive issue; therefore
the privacy of this forum must be protected.
Announcement service is used by the administrator and facilitator to disseminate information to the users
especially to students.
The assignment service allows students to download assignment questions and submit their assignments. 
Students submit their assignments by uploading their work into the system. Most students use this e-learning
system to download lecture notes, reading materials, announcement, and feedback from the forum, submitting
assignments and questions to the forum, checking assessment marks and sitting for an examination or assessment.
They expect all information in the system to be error-free, is available when they want to use it, and it is
confidentiality protected.
4. STRIDE
A threat is an adversary’s goal, or what an adversary might try to do to a system. In general, threats can be
classified into six classes based on their effect (Swiderski & Snyder, 2004). The six categories of computer 
threats are in line with STRIDE threat modelling. STRIDE is a method used to classify the identified threats. 
STRIDE is a classification scheme for characterizing known threats according to the kinds of exploit that are
used (or motivation of the attacker). The STRIDE (Spoofing Identity, Tampering with Data, Repudiation, 
Information Disclosure, Denial of Service, and Elevation of Privilege) acronym is formed from the first letter of 
each of the following categories as shown in Figure 1.
Figure1. E-learning security conceptual framework
Authorization will give an impact on integrity, confidentiality and availability.
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5. Methodology 
About 200 questionnaires were distributed to the students. One hundred and fourteen were chosen to be 
analysed after validating the questionnaires. Questionnaires were used to get feedback from students using the e-
learning system. The questionnaire was divided into three sections where section B was the main section with six 
sub-sections. The first until the third sub-section in section B were questions about computer security in the e-
learning system. The fourth sub-section looked at student awareness of computer security whereas the fifth sub-
section was about students’ computer competency level. The last sub-section was about the benefit of e-learning 
system to students. Most of the questions were structured using the five point likert scale ranging from 
1=strongly disagree to 5=strongly agree. Statistical software was used to analyse the data. In this paper, the mean 
value was used to calculate the risk level for each factor and service. 
The STRIDE method was used to identify the critical areas in the e-learning system based on the response 
from the questionnaires. Writers only concentrated on the tampering, information disclosure and denial-of-
service categories in the STRIDE methodology. These categories are associated with the use of e-learning system 
by students. In order to rate the critical level for each factor, the mean value of the question was used. If more 
than one question were asked, the average mean value was used.  
To calculate the critical value for each service, the average of the critical level was used as shown below. 
 
Rf  = the risk level for each factor in STRIDE 
 
Rf = Average of mean for the factor in STRIDE number of questions 
 
 
ሺሻ ൌ σ ୬୨ୀଵ ሺͳሻ      
                                        
 
 
μ = the mean value for  each factor 
n = number of questions 
 
To calculate the risk for each service 
Rs = risk value for each service 
Rs = the risk value for each factor (Rf) in the service number of factors 
 
 
Rs (service) =  
σ ୖ୤ሺଡ଼୧ሻ౟ౣసభ
୫ ሺʹሻ 
 
Where m is a number of factor in STRIDE and = 1, 2 or 3. 
6. Analysis and finding 
6.1. Learning resources 
 
Tampering  
About 93% of the respondents did not feel happy if the learning resources they downloaded from the system 
were not accurate. They believed that all the learning resources and contents in the system are error free. The 
mean value for this criterion is 3.32 
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Information disclosure  
Approximately 24% of the respondents did not like people to know that they downloaded the learning 
resources from the system. Most of the respondents did not mind if other people knew that they downloaded the 
learning resources from the system. The mean value for this criterion is 1.92 
Denial of Service  
The learning resources must be available when they need them. About 85% of the respondents could not 
accept that the learning resources are not available either because the e-learning system is not available or the 
learning resources are not available (removed from system). The mean value for this criterion is 3.28 
 
6.2. Forum services 
 
Tampering 
About 98% of the students did not feel happy if the question they sent to their lecturer had been modified 
without their knowledge. The mean value for this criterion is 3.5 
Information disclosure  
The students did not mind if other people knew that they sent questions and took part in forum discussions. 
About 41% of the respondents did not seem happy if people knew they were discussing sensitive questions. The 
mean value for this criterion is 1.81. 
Denial of Service  
Most students needed the forum services to exchange ideas and discuss with their friends and lecturers. About 
88% of the respondents really used the forum service to discuss and ask questions. They also needed this service 
to send questions to their lecturers. The mean value for this criterion is 3.08. 
 
6.3. User profile  
 
Tampering  
Students believed that the information about their lecturers and themselves are important. More than 96% of 
the respondents needed their profiles to be correct and 89% of the respondents wanted their lecturers’ profiles to 
be accurate. The mean value for this criteria is 3.35. 
Information disclosure  
About 78% of the respondents did not like it if their profiles had been distributed without their knowledge. 
The mean value for this criterion is 3.04. 
Denial of Service  
The students were interested to know their lecturers’ profiles and about 89% of the respondents wanted the 
system to always be available for them to update their profiles. The mean value for this criterion is 3.01. 
 
6.4. On-line assessment service 
 
Tampering  
About 98% of the respondents were not happy if there was a change made to their assessment answers without 
their knowledge. The students were also not happy if they received the wrong assignment questions. The mean 
value for this criterion is 3.47. 
Information disclosure  
The students felt cheated if their course mates knew of the assessment questions before the assessment was 
held. The mean value for this criterion is 3.86. 
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Denial of Service  
77% of the students were not happy if an assessment was delayed when they were ready for the assessment. 
The mean value for this criterion is 2.95. 
 
6.5. E-mail service 
 
Tampering  
About 96% of the respondents did not like any changes to be made to their email content without their 
knowledge. The mean value for this criterion is 3.54. 
Information disclosure  
The students did not like their email to be read but they did not mind if other people knew that they have sent 
and received emails from the lecturers. The mean value for this criterion is 2.46. 
Denial of Service  
Most of the students i.e. 90% of the respondents needed the email service to communicate with lecturers and 
course mates. The mean value for this criterion is 3.18. 
 
6.6. Mark service 
 
Tampering  
Any changes made to the students’ assessment and assignment marks without their knowledge would make 
the students unhappy. The mean value for this criterion is 3.47. 
Information disclosure  
Only about 13% of the respondents did not mind if other people knew their assessment marks. The students 
did not feel happy if other people know their marks. They felt that their study performance was private. The mean 
value for this criterion is 2.88. 
Denial of Service  
86% of the respondents felt that it was necessary for them to be able to know their assessments marks when 
they need it. The mean value for this criterion is 3.86. 
 
6.7. Announcement service 
 
Tampering  
Most of the students hoped that the information in the announcement service was correct. About 94% of the 
respondents could not accept if the information in the announcement service is not accurate. The mean value for 
this criterion is 3.37. 
Denial of Service  
The students depended on this service to get up-to-date information. About 88% of the respondents needed 
this system to be available when they need it. The mean value for this criterion is 3.2. 
 
6.8. Critical Level of Security Components and E-Learning Services 
 
Table 1 below shows the critical level for each service according to the security components. The critical level 
of the security components in the e-learning system is shown in Table 2. 
The results show that the assessment service is the most critical service in the e-learning system.  The students 
believed that if the assessment service is not protected well it would jeopardize their study performance. 
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The privacy, integrity and availability of these assets have to be guarded carefully. The examination questions 
and students’ answer sheets have to be protected from being tampered with to ensure the validity and reliability 
of the examination. 
 
Table 1. Critical level of the e-learning services 
 
No. Services Denial of 
service 
Tampering Information 
disclosure 
Average 
            
1 Assessment 2.95 3.47 3.86 3.43 
2 Marks 3.86 3.47 2.88 3.40 
3 Profile 3.01 3.35 3.04 3.13 
4 E-Mail 3.18 3.54 2.46 3.06 
5 Learning Resources 3.28 3.32 1.92 2.84 
6 Forum 3.08 3.5 1.81 2.80 
7 Announcement 3.32 3.37 - 3.35 
 
 
Table 2.  Critical level of e-learning security components 
 
No. Security 
Components 
Assessment Marks Profile E-Mail Learning 
Resources 
Forum Announcement Average 
                   
1 Tampering 3.47 3.47 3.35 3.54 3.32 3.5 3.37 3.43 
2 Denial of  
service 
2.95 3.86 3.01 3.18 3.28 3.08 3.32 3.24 
3 Information  
disclosure 
3.86 2.88 3.04 2.46 1.92 1.81 - 2.66 
 
Zamzuri, et al. (2011) also classify on-line assessment service as restricted or at level three for critical level 
since it will give a significant impact on the institution when the data is unauthorized for disclosure and alteration 
by unauthorized people and disruptions of access. Marais, Argles, and Von Solms (2006) suggested a method 
which allows a test to be retrievable once. This method protects the integrity of that assessment. 
The students chose the announcement service as the most needed service to be available when they need. It 
shows that the students are dependent on the announcement for up-to-date information such as information about 
their class, assessment schedule, faculties and university activities, etc. They also need the information in the 
announcement to be error free. 
The assessment and mark services have higher risk compared to other services for the information disclosure 
criteria. A student has the right to keep his/her marks and information private and confidential (Marais, et al., 
2006). Students also want their user profiles not to be distributed without their permission. This is in line with 
May, Fessakis, Dimitracopoulou and George (2012) who found in their research that e-learning users urgently 
needed protection of their personal data. 
All the services recorded high risk for integrity security component. It shows that students cannot accept 
information which is not accurate.  Tutănescu and Sofron (2003) assert that data modification and disinformation 
attacks are threats to the integrity security component which gives more bad impact to the system compared to 
other attacks. 
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For the security components, the students chose integrity as the critical security component in the e-learning 
system. The results show that students were so concerned about the tampering of data that can adversely affect 
their learning performance. Integrity attack is classified as an active attack which represents an attack that 
modifies (through insertion and/or deletion of characters) a part or all transmitted data (Tutănescu & Sofron, 
2003). A consequence of integrity attack is that the authorized users i.e. students, can have access to the e-
learning system but what they find in the system is not as expected. Bertino, Bruschi, Franzoni, Nai-Fovino, and 
Valtolina (2005) suggested that SQL-Injection and unauthorized access attacks are the two common threats to 
integrity. 
7. Conclusions 
As the main users, students’ feedback is important to ensure that the e-learning system is successfully 
implemented in the institution. The system developer and administrator need to make sure that the information in 
the system is error-free since that will ensure that students will have confidence to use the system. The system 
developer also has to pay more attention on the components and services which are exposed to security threats to 
make the users more confident to use the e-learning system. Further research on how e-learning system 
developers respond to the needs of students’ is required.  
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